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(54) METHOD AND SYSTEM FOR KEY MANAGEMENT FOR ELECTRONIC SIGNATURE 

(57)Abstract: 

PROBLEM TO BE SOLVED: To eliminate the need to 
stop issuing an electronic signature at the time of 
update or limit the use of services after update by 
preparing keys used for a signature key. updating those 
keys according to a certain rule, and updating and 
making open a confirmation key in synchronism with the 
update of those keys. 

SOLUTION: Two keys are both given an update object 
period of one year, a safe use period of five years, and 

four-year update cycles, and used as auxiliary key in the ^ 

starting year and ending year and a main key in -^> " ... ..... - 

intermediate two years. Key update is performed at the — - — 

start point of the final one year wherein one key is 

continuously the main key. At the end point of the use 

section of one key, the use suction of an update key is 

started. When the key update is performed for a key SkT 

for signature, a corresponding key PkT for confirmation 

is also updated synchronously. To issue a membership 

registration note; the main key for signature is used and 

to confirm the membership registration note, one of a pair of the main key for confirmation and 
an auxiliary key for confirmation is used 
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§fli»*tss6^b{iisapku$ttaBLT, g^svx 

f-A(D^fieSi5 5 5(Cj;y. ZhlZ^mmWiE I u^-Dlt 
wall dU, ai;mra<D5tgffl±@P kTm6 2, sts 

fflffisftsp k T s 6 4 fcftic. mmm^Ru^-^mt?) 

(;^-r'y:^S2 0 3) , 

[0 0 5 3] #ftg^«l|Tli. ^ftgfiiOlS*$L^O 
MB. -9— l^«JI-Lr, ^ftSfl^Str 

[0 0 5 4] ii5is©@MSrfl)B ^^ n ^ Bi mmt 

MSfii&Sai 5 2 t::S?Ero-9--f ;u A ;u B irMSf 

Ux-y:^S2 0 4) . ^L^r, Ati^x.fliSgP5 

3-e. ±@i:lsaij@t$A*tg^5 (XT^-y:^s2o 

5) , 

[0 0 5 5] 2|Hia<DaMSr(0H (S^© 1 1 H) A< 

ro-y-'T^'^uB^-y-'f ^7;i/A(cMSr-r4 (^T^->:/s2o 

6) . mi^r. @±^£sa8T•^fiELfcSfLL^a^, s 

7) . c4t$MSf®»iT?fe5 4^FpioDrBiic. 4,5 i-y--r 

^;;ur-o^ys-r (7.x->:/S2 0 8'>'S2 11). 
[0 0 5 6] fi)ffl#^ftu. f^-y-v Kg55EtiliB, -y— 
f;^Sfit# I 'vroisgfflrogoEiij (stSffliSP k t 

m6 2. 5tSffl«abjg|PkTs64(D2l«) I*, 
gA<fe-5, ■b>5'CA©i:^B3@IIW»$fJffl-rSJi^. 

m'^<r>'AWifmmm\z\t^ '£tm^■ntbhvtmm\t^ 
x<iimmizm^itii>^o\zf^:f5^t. 'Ji^mumm 

[0 0 5 7] (2) -y— i:;;?.mftmffi©sei 
m 1 1 $#sBu. -y— f;^ii«t# I li, -y— f;^gfit« 
mtac. f^-ir-v ns^fijMBcojs^apkB, -y— e 

ai1fa^5^'!rry KIE^tiHB-^jSHi-r* (^f---;:^S 

3 0 1), c^iii, -y— fxiitt# I A<. 
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Mfilffl^f. T'ir-v hBSSSSMBA^^iELfcJi^l-, -y— 
fXJIfitHllc. StBpIHglc^^^.i:L^^ > J 
[0058] (3) hroMsS 

flSIIIELu. Lb^itg-r^^^li. <Je(D.i:5<f¥ll!l 

0 2) , CC-Cli^A'U>vli. Bt^ftfttB • ¥fSftffi 

[0059] ^y-V h®5c«S§iBli, fl]ffl%^MUA^t, 

«tEffl±@P k Tm • StSfflffiSdSP k T s ©SS^T-a 
■r UT':/:fS3 0 3) . fiJffl#^*U0#MSgiliEL 
ut, T^-y hS65Sai3Bro#MS^iELbli. if*,?, 

©fSff i OFalir , ^ M§0^^H T @ ^ MS? L fc 

A^T-tS. ■4^ia@liEW»IE^T■lr>^iCAlc■»galliIeBS 

^ti> {7.^v:fS 3 0 4 : No. S 3 0 5) . 
[0 0 6 0] ^^-y-y hffisStillBI*, g»(D#M 

SllilLb. Jt^SP kB.>3afiBKE I B. 

V ^%>m B ISI S k B t^r L fc¥« $ fIJ 

ffl^^JMU'^Sm-rS (X-r-vr^S3 0 6) , 

Muli. g^^^/ hB53gtS§iBA^f,2lt,^^T^fc#MSSi 

lELb^. s^^■©«^LrL^4^itgffl±ap kTm • 5i 
iSffltiSdSP k T s (7)i35:^T-a-r •> :/s 3 o 
7) , i^*,bA^^v:^cD^tss•c. s=S(05tSA<T-#fc 

gfeiiELbA<*aT•li^d:L^C^:^gl*L. ^yo^^^r-^ h 
(X-f-y^S3b7 :No. S308) . 

[00 6 1] i£fleaiiiELb0jteA<r-#fcb. i^© 
hjEsStiHBcojisap k Bt?sis-r*. iisi? 

tfcS^I*. ^Rlciiti. 'Sis. StSSPkBA^^^^^/ K 
i55SSSlBa)jEa<i:'^gia-efeSCi:tt. ^-^--y KB5^ 

ffiH B (DSie^ii L b $its-r s c t -csiis * 4xT 

5. fi]ffl##*uii, B?ALfcU5^'!rv KOTtSSHlr^ 
^•y hromSt^^-y h-®5SffiilBA<^)5ELfcTA'b> 

KAS^Liit; (7.7^^:/s 3 0 9) , 



[0 0 6 2] ^^-y hSgjSSBlBli. fl]ffl#^MUA^b 
*u©5tlgap kuicT5tK-r^ (Xx-y:^S3 1 
li. 5J?CD«iairjifc (Xx-y:/S3 1 1 : Yes) , ttlS 

$i§g-ri> (/?.T^-y:'S 3 1 1 : Mo. S3 1 2) „ 
[0 0 6 3] ^^-J USsS^FslBli. ?i)ffl#^M 
urost^gpku. -9— tfxgttSHiS^c, ^saWK 
E c . ^iriiSR c . ^fttSai ! d I . ^^-v hSS^ffi 

■5. ^ro^. -9— fx^et#irosflg^iiL i . 5112 
@p k u Rif^^mmE lit. ^^-y hiSsSasR 

f. T-tr-y h^SaWfSE f . ai/^-y-y hli=S1faF$ 

fiiffl#^£fiU'viimf 5 (;^7^-y:/s3 1 3) o 

[0 0 6 4] ?ijffl#^auf±. -9— fX^fit# I 
SfifeaEL i f^MgS^tSliT(Of|g@PkT-e^x-y-> 

I ©Jt^SP k I -e±a-9— tfxSttffiiUfffic 
^5igL. ^blc. ^-y-y hl55^aMB©Sig@PkB 

(X^-y:?S 3 14). 

[0 0 6 5] (4) ^^yhO^m 

S!@PkU. WSaWKE I utf^vUVv^. -9— fx 
tSet# I 'vii^i-r 4 (T^i^ •:; 4 0 1 ) . 1^— fXS 
I li. ^^r-y hSSStSHBti^fillcfiJffl^^Muro 

^flg^MLu^jtg-rs (x^-y:/s4 0 2) o mm 

rtfcii^ii. -9— f;^tltt# I ©#ft§MiiiEL i , ^ 

ft U'^Sm-rS C^xry 4 0 3 : Yes. S 4 O 
5) . • 

[0 0 6 6] fiJffl%$ftUt-9— f7.Stt#I©^Mg 

(Xx-y:/S4 0 6) . mm-c^tzm^ (,7,y-y:fS4 
07 :Yes) . fi]ffl#^E*U(*. ^^r-y h¥«1f^F t 
■9— fXg«# I ©JtSat^-V' U>v$^t3li-fc4,© 

b. StSSPkB, ^}SimmE\ b. ^-tr-yhS^lt® 
F. (-K5SaSR f , *a^EE f . -9— tfXS 

fltftHttac aftiiSRc. WjaSBKEc. ^fMitffi 
I d I roS^S«$±fiELT. -9— t';^S«#i^2Ht 

■f-S (Xxy:'S407 :Yes. S4 09) . 



(10) 



0-260630 



[ 0 0 6 7 ] -y— f;^tifil# I li, -9— t*;^ti«SiitS 
H^iiS^iSEf. Ec. Sl/^^-^r-v Let 5^*1. 

f^Stt^iate-T'S (Xx-v^S4 1 0) . -9— fXS 

:/S 4 0 3 : No, S 4 0 4 . S 4 0 7 : No. S 4 0 
8) , 

.[0068] (5) =S-*T'J Vam^ 

ir^ttSLr. i5ftU2lc-9— t*X^get-r4o 
. [0 0 6 9] ^ftvXTA^]lffl■r5^i#lC^^L^ 

*iA^-(?its-rsm2a)5ig[aissBt^ii^. mzo^mm 

-^f A'Bf^ro ^ Bli^aA/T-Sft-r •§ C t ic J: 
[0 0 7 0] 01 3$#SBLT. ^*vXtA<D 

cc-cii. 2a©@-ct,-or^ftgSiiiL<of6fT^IS* 

[007 1] tUh*,. ^-ir-y hSE?BtSllBT:(t, ^-^r 
'J Y-mom^m (S kBm/S kB s : eiT, > h 

s 3 ic;^^ Lfc cfc ^ jsstaxy v;L-;i.r'Sa-r <*: a 
asrai 1 1^ t: A^^■♦t^:I±a)*3aa8^B^^ t o c t t<&m-c& 



1^Sl::S»f$tT9Ct<!:-r^o 

[0 0 7 2] ^':r-y hg5««^B(D^*g^iiEL brow 

l|Broiitl2@P k Bm/P k B s ^^ftS^tSHTlrS 

Srfc'Sr^ftS^iiLb^SEfftrtb?. -9— fx 
titt# 1 1±. -9— exStt^limilC^Ty-y hlgsE^ 
PsiBlcmit'Sro^gtltLT. ^^-ir-y KI5^^||Bro# 
ftSilSELbt, Si^SPkBrn/PkBsi:. WJ!lS8 

HE I bt^A^-rs. -9— fxtttt^iEm^crowja 

^(EEclJ, eixIf^ff^l^fJUTt-r^o ^ftg^iiE 

Lbro^«$istgr-^fcb, ^flSgiliLb. iftisap 

kBm/PkB.s. Rr/WscS^KE I b^^Wt^o 

[0 0 7 3] ?i)ffl#^*ui±. ^v-y hrosiA^gsic 
LT. ^-y-y his^silBro^fts^iiL b^A^-r 

-5, CCT-A^Lfc^y-;/ hSESE^i|Bro#MSitiIL 
t*^ ^<7-ryHE§E^MBrr, *f|?Bro@tSvXxA 
. [0 0 7 4] flIffl##MUI±. f^^-y h^. -9— fXS 

tt«l'^2Hi-r-&o CCtrli. -9— lfxgtt«iHt« 

U hi53c3#R f . WaSSKE f . rn^mP k 

U. W^^KE I u^SHi-rsctir^f^,, -9— tfxti 
I li. ^"r-y hl53c*iilBro#M©^IiEL b $A¥ 
Lfc^. fi|ffl#^MU3b<. ^-y-y hgE5r^HBro¥«$ 
A#-r-5*T'rorBllc, 1^— fxgm#iroaroMSrA<ff 
^^-y h®5SaHBro±@*^ffiaiaro 
^MaitULb^ti^-rSciiA^-etSro 

[0 0 7 5] MMSrXyi;iL-;Hcoi>rlliM-r 

i±, 5^FBi#aroHi©@$2^sic^fie-rs4.rorfe 

at 44^aroErBit?as!i@t LTfiEfflL. -5-roraro2E 

•So crotf?. iSAesiiEroWsamiii 1 ^FbI, sl< 
lii^*iSt-r.5o ^y-y hlSsEtSilBli, ^ftSSiSI 
BiTirliM'SSf -<5>^7't?@roMSr$tT3, C<Dt$ 
ros«8lii^Ci^St-r-5, *fc. 5^^-:/ h¥«ifiJF 

[ 0 0 7 6 1 ^Sftg^tiH T i: T-ir h®35aa B li. 

5ic-ti>^icA-.ggt-r*Ji&. fiiffl##fluai^-9— 

fxii«#lli, ^ftSgtULODMSi-V'. -9— fXSflt 
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C A A^ C,|S!|#T' t -5 J: a 134- -5 , 

[0 0 7 7] )UT. HlgroSMSrcb^i^^^Si ^<D7^^ 

[0 0 7 8] SI 4T*ii. M^jroEPai (i^a) -eojs 

st-f^s. 2Sgfl)ErBiT-©5tsapkT2it, 
isa)atA<A4x#xc.4x. 1 1 . m\mt t o t 

Slit 1©*^. ttB!)lll±SfL<^fiE$itfcrt§t 2i: 
[0 0 7 9] ftJffl«^MU(D#AgfiiiiEL 1 It. 3 SB 
P.kT3a)±@t 1l->tt(£;-r5S«@SkT3fl)±@-C 

±fig$*i.^o crotts s^EH-eoitgaPkTsa) 

±at 1 irfflffiiSt 2i:A<fiJffll##auicE?U$H-i.. 
m«:6*l(::(±. aSEPaTcroJilga P k T 4 t 2 lc 

s*j£-r4S«@s kT4©±@T?4)a$n-5. crot 

5tS@P k T 3fl)±g t 2. fflSfjjg t 1 A<fiJffl#S , 

K L2. L3 ^-y-y KSg^ailBro#MS 

^liELK L2. L3. . ... , |COL^-Ctl^»1?3o 

s§a:^-a^T?aMa^fforL>-5o si 4-e^'y-yhS5 

^^MB©^lr|EK$*tTl^-5P kB 1 . PkB 

2. . . , <7)S»5}-li, C<DZt^ml*UTL^5. ^'tr^ 

[0 0 8 0] ^(r, fiJffl##ftui:-9— t 

(7)FB^®^IIlCO(.^Tift?g•r5o f«Jffl#^ftU<D^flggJ 
iIL2li. t 1 ©S«aT'^fT$+T.TL^-5. -f-tltS:^* 

I*, S§(t^I=. 1. MSIiat 2$»»LTl^Sfc 

L2li, £@t 2. »St)@ t 1 $IS^LrL%-5f:4(>. 

i-estsrsctAt-cts, 

[008 1] |ijm##Muit. #MS0ilEL 1 a> 
Hff^l-iSt l.^SdSt 2$IS»LrL>5fc«). ± 
@ t 1 -e^fiES^vri^S-y— t:7.S#t# l ©^flSMiii 

L Hf), 2■e±^$4^Tl^■5$ftS@iiIL2$^t 



IiEL2OTB#l*. £g|t 2, ^SKiai 1 ^IS^#LrL^^,^: 

to. ±a t 2 \zx^- t';^ii«# I ©^f ftgisii L 2 $ 

^^HB, fi|ffl#^E*Ui:^y-v hB5§S^SFslB!roL^•r 
[0 0 8 2] C®J:3lc. ^*SfliE©fl(T(iU^OT?t 

4,4i#roSM^flilIL$, i^i•©}#-^TL^S@ (PkT 

[0 08 3] g^-y-y h¥«tfffiFic-Dur. J:y 

Bl. ltg@PkB2. . . . ©|!llC@MS^LTL^-54, 

©ifs. -T'S^:)*.. B{riSo^a§g«HTA<{tiaap 

kTI. 5llgSPkT2. . . . tm.^th(!itWSi<D 

«BlJlc^^oT@MSf^^T5. -9— if;^iitt#ii*. -9— . 

fA^-rS. -9— extittftiiEltffiC. 5^y-yh§«iS 
StESP kB3©±@b 1 ©§€@-C. T-y-yh^^g^ 

siF 1 $±js-r^. -9— fxiiet#i li. -9— tf 

(r. ^'i^.y |.|65g||||B©5t^@PkB2A>. 5SS@P 
kB3©t•^f,A^^A¥LTL^-5 (*-tf t, (i. -9— f 
Xget«aE1tffiC©#3aS8FBWl^) . $fc. 

MuA«g^^-y h¥€ita[F 1 ^ffiffl-r^fric. st^sp 

kB4^A¥LrL^4ii^^.355. L>-r*llcLrt. iJ- 

1 £fiEffl-r-5^,^-e. it^@PkB2. JS^SPkB 
3. 5^^aPkB4©L^■ri^A^^}forL^T. ^©^8 
A^liaia©i:%b*Mcb 1 AtAo-CU>-5fc«), S=SSIS 

[00 8 4] Sfc. fiJffl#^fMUA<. f^^r-v K^eiA-r 
5Ji#©2 0g©«i|^^lf5, C©Ji^. T-tr-yhflE^ 
^ilBlt. Jig@P kB4©i;ab 2©#«@-e, ^^-^r 
•y h««1faF2$^fie-rs. -9— t*;^S«t#i 
I*, -9— e;^^fit«lHfac$5^y-y HEgS^HBlcS 
^rSISir, =f-^rv hfi53£SlllB©{te@P k B 3A^. 
ttSSP kB4©i:^bA^$A¥LrL^i). *fc, fllffl 
##ftUA<5^^>y J-ii«1tSF 1 ^ffiffl-r-5flirstsa 
PkB5^A#LTl^^.lS^t&5. L^■rit©li^lz 

-9— fX^«# 1 1*. fiJffl^iEftUA<5^'y-y h§« 
tS«F 1 ^^m^^^X. 5tg@P k B 3. StEgP 
kB4. StegP kB5©L^■r^^A''^}#ort^T. -f© . 
±aA^fflffi)a©i:*.C)*MCb 2 A<AorL^Sfctf). 
©JiffiA^-CtS, 
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[0 0 8 5] C(DJ:-5l-. ^^'tr-y hS55r«IHBfl)5«a 
[0086] 

(DSSrlci^^ $ 1*r SSi t T'i^H-r 5 J: 9 1- 1 fc(D-;?, 
[@S(DfSi«^c»:IS^] 

[01] *ll?3A<3ffl$*T.4^fl->XxA<D«BS«lfiE 
@. 

[0 2] 0iro«jaiCc):^@i|OEj||v-':r>;^$*-r 



[03] @SgrX>ri?a.-;K0St*$i8;Se!l$^Lfci/ 
[04] ffl»!A<S<t-rSJi^a)SSSrX>b-vi-7K0C« 

[0 5] swA<iEib-r*^^<oft!!<D@MSrxy-:;a-;V 
[06] 5ero@$fflL^i,ii#(DaMSf;^^e;i-;i'eii 



[0 7] %^^<r>m^m>y7.=rL.<r)^i^^^^sf^uv 

^0o 

[08] (a) lia^Sv;?.7^Alc33lt.5mffi«ia$f|ffll 

^O^m-^uvOm. (b) lix—5f 7 r-r>uga©i$ 
»^ii0. 

[09] *ISffiJB@(D^fle/XxA(02ffl3gSI$*f:? 

□ •V^70, 

[010] 0 9©j^si©#*i/;^xA(cfcit-i.aEjia 

r/S£9rO¥)lil$ilQ0. 

[011] 0 9(OjeSI©#fti/XxAlr*Jlti.ifflrBlfl) 

^i:^iiE(D¥Dii%w0o 

[01 2] 0 9O}KSlo5#fte/::?>xAicfcit-i.gMFpia) 
ffi5:i^ii£a}¥ii§$i^0. 

[013] ^sigj^sgrofsro^aizxirAroafflj^gs 
^■r^a->^;0. 
[01 4] 01 3a)Jg®<0#MvXxAlcfclt5aMSf 

[^^oifte^] 

1 ^m^m^m. 

2 s^ai*gg 

3 x-^iAtli^iSa 

4 iia^^^ss 

5 fti($!l31$!|^g|l 

6 x-$Pr-<;usa 
8 @±i£sa 



[01] 



[07] 



SkTl 




SkT2 


PkTl 




PkT2 



^ ^ ^ 



"7 ^eSSSEim \ 
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